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THE INTERNET OF THINGS

• In 2017, there was an 
estimated 8.4 billion IoT 
devices

• Recent surveys estimate the 
number of IoT devices to 
exceed 20 billion by 2020

• Consumer applications, e.g., 
the smart connected home, 
represent the largest user 
base



THE SMART CONNECTED HOME

• These devices – alongside the infrastructure supporting 
them – enable the smart connected home



SMART CONNECTED HOME DEVICES

• The introduction of numerous and heterogenous 
devices, including multiple disciplines, complicates the 
efforts to understanding the smart home environment

• Such understanding is needed, e.g., to build a more 
robust, secure, and resilient smart home

What are the challenges and motivations of this study?



RESEARCH OBJECTIVES

• Organize the smart home devices in a logical and 
coherent manner

ØProvide homogeneity and order within the 
existing diversity

• Perform a quantitative analysis of these devices in 
terms of their functionality and capabilities

Ø Identify areas that are growing in adoption rate, 
new trends, topics, etc. 

What are the main research objectives of this study?



RESEARCH OBJECTIVES
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HIERARCHICAL
TAXONOMY

DESCRIPTIVE 
STATISTICS

• Organize the smart home devices in a 
logical and coherent manner

• Identify areas that are growing in 
adoption rate, new trends, topics, etc.

What are the main research objectives of this study?



RELATED WORK

• Functionality
Ø E.g., ITU classification

• Data
Ø E.g., Imagination Technologies Limited

• Resources
Ø E.g., RFC 7228

• Interaction
Ø E.g., Moawad et al.

Data-carrying device
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Level 0
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What is the existing work related to IoT and smart home devices classification?



MAIN OBSERVATIONS

• Conceptual models
Ø Ignore complexity and heterogeneity of actual 

setups

• Machine-oriented classifications
Ø Not mainly intended for the human as the 

analyst/operator

• Functionality and capabilities  
Ø Mostly theoretical and capabilities are often not 

identified and/or measured

• In our proposal we address the above issues

What are the main observations drawn from reviewing the existing work?



SMART CONNECTED HOME SETUP
• A typical smart home setup consists of devices, 

services, end-users, and supporting infrastructure

What makes up a typical smart home setup?



RESEARCH AIMS

• Effectively we want to:

What are the main research aims?

ORGANIZE SMART HOME 
DEVICES

SURVEY CAPABILITIES
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RESEARCH METHODOLOGY

Data Collection

Data Processing

Data Analysis

• Gathering actual 
products and their 
technical specification

• Extract the capabilities 
of devices

• Build taxonomy and 
compute statistics
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What is the adopted research methodology?



DATA COLLECTION

• Using SmartHomeDB as data source

• SmartHomeDB is an online platform focusing on smart 
connected home devices 

• During the data collection exercise it featured 1193 
devices belonging to 87 different device types

What data sources were used for collecting data?



DATA COLLECTION
• Crawling the entire SmartHomeDB

How was the data collected?



DATA PROCESSING

• Using web mining to extract the features (capabilities) 
of devices

• Effectively, this involved string searches within the 
collected HTML file

• Searches were done for a capability set consisting of 
12 elements, e.g., wireless protocols, API support, 
Web browser access, etc.

• The end result of this was a 2D matrix consisting of
rows representing actual devices and columns the 
capabilities of devices

How was data collected processed?



DATA PROCESSING

• Capabilities were represented as a binary vector, with 1 
indicating that a capability is supported; 0 the contrary

How was data collected processed?



DATA ANALYSIS

• The CSV was loaded into IBM SPSS for analysis 

• First, a clustering variable was manually added (coded) 
to the dataset, representing the functional area the 
device is designed to provide

• Second, the actual computation of descriptive 
statistics on the dataset was performed

How was data analysis performed?



SMART HOME FUNCTIONAL AREAS
What are the device functional areas and their distribution?



SMART HOME FUNCTIONAL CLASSIFICATION
What is the obtained hierarchical taxonomy?

Full taxonomy is available in the paper



SMART HOME FUNCTIONAL AREAS

Plugs Audio speakers Scales

Remote controls Vacuum cleanersGateways/Hubs

Cloud cameras

Door sensors

> Energy and resource 
management 

> Entertainment 
systems

> Health and 
Wellness

> Security and 
Safety

> Sensors> Household appliances 
and kitchen aids

> Networking and utilities> Human-machine 
interface

What is the most popular device across each functional area?



SMART HOME DEVICE CAPABILITIES

Device

Communication

Software

Accessibility

Gateway
Battery
Sensors
Actuators

Wireless
Wired
Cloud/Server

API

IFTTT

Smartphone
Web browser
Remote access

What capabilities were surveyed?



DEVICE CAPABILITIES
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What are the core device features?



OTHER CAPABILITIES
What are the characteristics of some other features that were surveyed?
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CLOSING REMARKS

• Proposed a generic classification consisting of 8 
functional areas and 12 capabilities

• This was done by mining the technical 
specification of 1193 commercial devices

• Analyzed the entire spectrum of devices in 
terms of their capabilities per func. area

• Can be used to bridge the communication 
between researchers and practitioners and as a 
basis for generalization and common solutions



FUTURE WORK
What are some possible avenues for future work?

• Show interoperable 
devices

• Identify representative 
devices

• Conduct quantitative risk 
assessment



Thank you for 
your 

attention!
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