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“Wireless 
cameras 

within a device 
such as the 
fridge may 
record the 

movement of 
suspects and 

owners”
-- Mark Stokes (2017)

(Head of Scotland Yard’s digital, 
forensics, and cyber 

communications)
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• Interest over time 
according to Google 
trends since 2008 
for the term Smart 
Home

INTRODUCTION
What is the motivation of this thesis?
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• Total number of 
publications 
appearing in 
Google Scholar for 
the term Smart 
Home



• The amount of connected 
devices in use is estimated to 
increase from 11 billion in 
2018 to 20 billion by 2020 
(Gartner Inc., 2017)

• The amount of data collected 
by networked devices is 
anticipated to increase from 
2.5 quintillion bytes of 
data/day to 40 yottabytes by 
2020 (Wang et al., 2015)

INTRODUCTION
What is the motivation of this thesis?
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Smart home devices and data
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passwords

biometricsconversations

activities

Wang, L., & Ranjan, R. (2015). Processing Distributed Internet of Things Data in Clouds. IEEE 
Cloud Computing, 1–5.



INTRODUCTION
What is the motivation of this thesis?
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Source: Chung, H., Iorga, M., Voas, J., & Lee, S. (2017). 
“Alexa, Can I Trust You?.” IEEE Computer, 1–5.

“Peeping into 73,000 unsecured 
security cameras thanks to default 
passwords”

• Your smart home devices may jeopardize your security and privacy in 
multiple ways

Source: https://goo.gl/EoxCAZ
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“A hacker could crank up the 
temperature of a smart thermostat 
to a sweltering 99 degrees”

“After hearing the anchor’s 
comment, their own devices also 
tried to order pricey dollhouses.”

2014 2016 2017



RESEARCH QUESTIONS
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What are the research questions being answered in this thesis?
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ü RQ1: How can smart connected home devices and 
the data collected by them be categorized?

ü RQ2: What security and privacy risks does the 
introduction of IoT technologies inside the home 
bring to the residents?

ü RQ3: What are the characteristics and challenges in 
mitigating security and privacy risks in smart 
connected homes? 



CONCEPTS
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SMART CONNECTED HOME
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What is a smart connected home?
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Smart home Connected home Smart connected home



SMART CONNECTED HOME 
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• Essentially, a smart connected home leverages IoT technologies 
to improve the quality and efficiency of life to the residents

What is a smart connected home?
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SMART CONNECTED HOME 
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What is the generic architecture of a smart connected home?
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SECURITY AND PRIVACY GOALS
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• Information security key 
objectives are to ensure 
the confidentiality, 
integrity, and availability 
of assets

• Privacy deals with the 
protection of user’s 
personal information from 
unauthorized entities

What are the main objectives of security and privacy?



PRIVACY RISK SCENARIO
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Hacker
User authentication

(Mitigation)

IP camera
(Asset)

Camera images (Asset)

Password
(Risk)

• Risk that a hacker gets unauthorized access to the camera 
feeds through an IP camera facilitating a house break-in

(Threat Agent)



MANAGING SECURITY AND PRIVACY
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What are the devices?

What are the data?

Who are the threat agents 
interested in the home?

What are the existing 
mitigations?

What are the risks?

• Managing information security and privacy effectively requires 
a thorough understanding of the smart connected home



RESEARCH METHODOLOGY
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PAPER OVERVIEW
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üExploring the relationship between the different papers 
and corresponding research areas

Paper III
Security and privacy analysis

Paper I

Risk management foundations

Smart 
Connected

Homes
Paper IV

Security and privacy analysis

Paper II

Risk management foundations

Concepts,
vocabulary,
architecture

Hacker threat 
agent 

’persona’

Device
types
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Paper V

State-of-the-art of smart homes State-of-the-art of smart homes

Paper VI
Categorization of data and devices

Security and privacy risks

Characteristics and challenges
RQ3

RQ2

RQ1



RESEARCH DESIGN

Smart Connected HomesJoseph Bugeja

üWe adopted primarily an exploratory research approach 
but leverage also positivist strategies

RQ1
Categorization of data and devices

RQ2
Security and privacy risks

Design and Creation
Device taxonomy  and data models

Literature Survey
Device, data, and capability survey

Case Study
Vulnerability assessment

RQ3
Characteristics and challenges

Literature Survey
Security and privacy risks

Design and Creation
Threat agent model

Literature Survey
State-of-the-art challenges and mitigations

Concepts

Risks

Challenges

Smart 
Connected

Homes
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SOME TECHNICAL CHALLENGES
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✘ Shortage of IoT open vulnerability databases allowing 
for quantitative analysis

✘ Lack of dedicated datasets that identify the full 
technical specification of devices 

✘ Existing models are not aligned well to actual smart 
home setups 



CONTRIBUTIONS
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MAIN CONTRIBUTIONS
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i. A taxonomy and quantitative analysis of devices in 
smart connected homes

ii. An analysis and classification of data collected by 
smart connected homes

iii. A threat agent model for the smart connected home 

iv. Identification of state-of-the-art security challenges 
and their mitigations in smart connected homes
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Characteristics and challenges Categorization of 

data and devices

RQ1

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Taxonomy and quantitative analysis of smart home devices
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Paper V
Risk management foundations

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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Gateway functionality Battery source Integrated sensors Integrated actuators

• Generic capabilities of smart home devices
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Paper V

Device

Communication

Software

Accessibility

Paper V
Risk management foundations

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Data types for the smart connected home

Licentiate Seminar

Paper VI => RQ1
Risk management foundations

Email, 
Phone, 
Address,
…

Login ids, 
Passwords,

Body metrics, 
…

Voice commands, 
Features accessed, 
Activity duration,
…

Operating schedules, 
Language preferences, 
Contact preferences,
…

CCTV footage, 
Phone conversation,
Offline interaction,
…

Feedback, 
Demographic data,

Comments, 
…

Card numbers, 
Expiration dates,

Security codes, 
…

Room location, 
User location,

GPS, 
…

MAC address,
Network  related,

Software versions, 
…

Motion, 
Humidity,
Ambient light,
…

Device Information Environmental Data 

Personal and Account 
Details

Configuration 
Settings

User Activity Data

Contact Information

Location Information

Financial Information

Offline Data

User-Generated 
Content

Paper VI
Risk management foundations

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Data collection model for the smart connected home
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Data category Collection mode Collection method Collection phase

Contact information Explicit Website form, service System setup

Device information Implicit, explicit Smart home device, end-user device System operation, sync process

Personal and account 
details Explicit Website form, service System setup

User activity data Implicit, explicit Sensors, service System operation, sync process

Configuration settings Explicit Website form, cookies, service System setup

Location information Implicit, explicit Smart home device, end-user device System operation

Financial information Explicit Website form, service Purchase process

Environmental data Implicit Sensors System operation

User-generated content Explicit Surveys, feedback form, support ticket System operation, troubleshooting process

Offline data Implicit, explicit Paper, digital Offline

Paper VI
Risk management foundations

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Threat agent model for the smart connected home

Hackers Thieves Competitors and
Organised Crime

Hacktivists Terrorists Nation
States

Curiosity

Personal
Gain

Terrorism

National
Interests

ADVERSARY

MOTIVE

LOW

LOW

LOW

MODERATE

HIGH

HIGH

MOST COMMON

LEAST COMMON
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Paper III
Security and privacy analysis

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Threat agent model for the smart connected home
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Threat Agent Typical Compromise Methods
Security Privacy

Nation states Attack a communication device, e.g. home router, to disrupt or
corrupt smart home services (availability)

Attack on sensors, e.g. cameras, to eavesdrop
communication of adversaries

Terrorists Attack an actuator, e.g. insulin pump, to inject medication,
possibly overdosing a patient (integrity) N/A

Competitors and
Organized Crime

Attack a smart appliance, e.g. refrigerator, to help grow a
criminally-funded botnet (integrity)

Attack a device firmware to get a competitor’s software
(confidentiality)

Attack on sensors, e.g. microphones, to snoop on
private conversations

Hacktivists Attack a smart home network to disrupt its services
(availability)

Attack the smart home network resources to
intercept sensitive communication

Thieves Attack a smart home alarm system to rob a house (availability) Attack a smart home hub to detect when the
residents are away

Hackers Attack a smart home network to gather information, e.g.
credentials, about the user (confidentiality)

Attack a smart home device, e.g. a baby monitor,
to cause chaos

Paper III
Security and privacy analysis

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Vulnerability assessment of smart connected cameras
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Paper IV
Security and privacy analysis

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Vulnerability assessment of smart connected cameras

542,270 devices, mostly IoT security cameras, were running “uc-httpd” (Nov 2017)
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Paper IV
Security and privacy analysis

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Vulnerability assessment of smart connected cameras

Critical

High

Medium

• Video baby monitor

• Complete compromise of security and 

privacy

• Home camera

• Perform tasks with full privileges

• Small business camera

• Unauthorized modification of data

CVE-2015-2887

CVE-2007-5213

CVE-2011-5261
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Paper IV
Security and privacy analysis

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3



MAIN CONTRIBUTIONS
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• Security and privacy mitigations
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Paper II
State-of-the-art of smart homes

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3

• Security testing

• Secure design

• Data masking

• Cryptographic schemes

• Security organizations

• Open guidelines

SERVICE

• VPN 

• Firewalls

• IDS/IPS

• TOR-based systems

• Dedicated devices

• Guidelines

• H/W encryption

• Fail-secure design

• Device authorization

• Enhanced algorithms

• Secure platforms

• CC and EMVCo IC SE

COMMUNICATIONDEVICE



MAIN CONTRIBUTIONS
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• Security and privacy challenges

Interoperability
Resource 
constraints

Headless 
nature

Easy 
accessibility

Mobility

Lifecycle 
expectations
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Paper II
State-of-the-art of smart homes

Categorization of 

data and devices

RQ1

Security and 

privacy risks

RQ2

Characteristics and 

challenges

RQ3
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FUTURE WORK
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üUser controllable privacy artifact: Designing a component 
(e.g., similar to a light dimmer) that allows residents the 
option to tune their privacy preferences 

üProactive networking security approaches: Network-
based solution, working similar to an Intrusion Detection 
System, that complements existing security mechanisms

üSmart connected home formal model: Capturing the 
description of a generic and more secure and privacy-
preserving smart connected home in a formal model
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Thank you 
for your 

Attention !


