
Risk Analysis

• The process by which the goals of risk management are achieved
is known as risk analysis.

• Risk analysis includes:
Ø Examining an environment for risks 
Ø Evaluating each threat event as to its likelihood of occurring
Ø Evaluating the cost of the damage it would cause if the threat 

did occur
Ø Assessing the cost of various countermeasures for each risk
Ø Creating a cost/benefit report for safeguards to present to 

upper management
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Risk Terminology

• Asset. An asset is anything within an environment that should be
protected.

• Asset Valuation. The monetary value of asset based on actual cost
(e.g., replacement costs) and nonmonetary expenses.

• Threats. Any potential occurrence that may cause an undesirable
or unwanted outcome for an organization or for a specific asset.

• Vulnerability. The weakness in an asset or the absence or the
weakness of a safeguard or countermeasure.
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Identifying Threats and Vulnerabilities
• Many types of threat agents can take advantage of several 

types of vulnerabilities, resulting in a variety of specific threats
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Risk Analysis

• To organize the process of risk analysis, we look at assets, 
vulnerabilities, and threats

• Risk is a function of assets, vulnerabilities, and threats: 

Ø Risk = Assets ´ Threats ´ Vulnerabilities

• During risk analysis values are assigned to assets, 
vulnerabilities, and threats. 
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Quantitative Risk Analysis Steps

1. Inventory asset, and assign a value.
2. Research each asset, and produce a list of all possible 

threats of each individual asset. For each, calculate the 
Exposure Factor (EF) and single loss expectancy (SLE). 

3. Perform a threat analysis to calculate the likelihood of each 
threat being realized within a single year (ARO).

4. Derive the overall loss potential per threat by calculating 
the annualized loss expectancy (ALE).

5. Research countermeasures for each threat, and then 
calculate the changes to ARO and ALE based on an applied 
countermeasures.

6. Perform a cost/benefit analysis of each countermeasure for 
each threat for each asset. Select the most appropriate 
response to each threat.
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Using SLE and ALE Values

• Example of outcome of a quantitative risk analysis. 

• With this data a company can make intelligent decisions of 
what threats must be addressed first because of the severity 
of the threat, the likelihood of it happening, and how much 
could be lost if the threat were realized. 
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Qualitative Risk Analysis

• The process of performing qualitative risk analysis involves 
judgement, intuition, and experience. 

• Examples of techniques used for conducting this include:
Ø Brainstorming
Ø Delphi technique
Ø Storyboarding
Ø Focus groups
Ø Interviews

• The basic process for all these mechanisms involves the 
creation of scenarios. A scenario is a written description of a 
single major threat. 
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