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ABOUT ME

ü Phd student in Computer Science

ü Main research themes: security, 
privacy, and Internet of Things
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ü Lic in Computer Science, MSc 
in Information Security 

ü 14 years working in the 
software industry



ü Information Security Management Duties

professional INFORMATION SECURITY DUTIES
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Teaching Responsibilities AT Malmö UNIVERSITY
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INTRODUCTION



A WHILE AGO AND STILL

Fences

Signatures

Seals

Locks
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Do you think this is 
enough to be secure 

nowadays?
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THE SITUATION NOWADAYS

Smart speakers Wearables

Smart toysDrones
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How can 
we ‘lock’ 

these 
things?
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Physical

SECURITY THINKING

People

Informational
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INFORMATION SECURITY JOBS

Source: Dice
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INFORMATION SECURITY JOBS
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Security and Privacy of citizens is at risk

ü 73,000 private video cameras leaking live footage (2014)
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ü Smart devices may jeopardize your security and privacy

“A hacker could crank up the 
temperature of a smart thermostat to 
a sweltering 99 degrees”

“After hearing the anchor’s 
comment, their own devices 
also tried to order pricey 
dollhouses”

“Hackers could steal 
personal information and 
turn the microphone of the 
doll into a surveillance 
device”

Security and Privacy of citizens is at risk
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http://map.norsecorp.com/#/
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Examples of Live attacks
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HAVE YOU BEEN HACKED!?

Source:https://haveibeenpwned.com/
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WHAT YOU MAY THINK IS INFORMATION SECURITY
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the different dimensions of information security
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Security Incorporates a WIDE spectrum of skills
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MATHEMATICAL

MANAGERIAL



The Internet of Things



THE EVOLUTION OF NETWORKING
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THE EVOLUTION OF NETWORKING
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THE INTERNET OF THINGS
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THE INTERNET OF THINGS
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THE INTERNET OF THINGS

üOver 20 billion Internet of Things (IoT) 
devices by 2020

üInternet-connected devices will outnumber 
people at least 2:1

üGlobal market size of about $457B by 2020 
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THE TRADITIONAL HOME

ü Well-defined (solid) perimeter

ü Mostly, uses wired technologies

ü Human persons accessing the home
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The SMART CONNECTED HOME 

ü A smart connected home leverages IoT technologies to improve 
the quality and efficiency of life to the residents

Image: Shutterstock
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THE SMART CONNECTED HOME

ü Where is the perimeter?

ü Where is my guest list?
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MALICIOUS THREAT AGENTS



“Know your enemy and know yourself and 
you can fight a thousand battles without 

disaster”
- Sun Tzu
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FOCUS ON THE ENEMIES
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Malicious ThREAT AGENTS
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HACKERS

ü Individuals (“hobby hackers”) that include 
malicious persons, script kiddies, and nosy 
employees of an organization

ü Primarily motivated by curiosity

ü Viruses, worms, phishing

Low

ü Skill-level: Apprentice
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THIEVES

ü Opportunistic individuals that are 
associated with stealing mostly for 
personal financial gain

ü System/physical intrusion, DoS, 
spoofing

ü Main motive is monetary gain

Lowü Skill-level: Apprentice
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Hacktivists

ü Individuals or members of a larger group that 
pursue a political or social agenda

ü DoS, fraud, and identity theft

ü Primarily aim to promote and publicize their 
cause

Lowü Skill-level: Apprentice
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COMPETITORS AND ORGANIZED CRIME

ü Commercial competitors that compete for 
revenues or resources, and private criminal 
organizations

ü Botnets, ransomware, and 
inside information

ü Competitive advantage, CI, and 
monetization

Moderate
ü Skill-level: Journeyman
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TERRORISTS

ü Individuals that rely on violence or fear-
related behavior to support personal socio-
political agenda

ü Damage/loss, outages, and 
physical attacks

ü Terrorism

Highü Skill-level: Master
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NATION STATES

ü Highly sophisticated individuals that are 
funded by governments and associated 
with a military unit

ü Customized malware, spear 
phishing attacks, and zero-day 
attacks

ü Cyber warfare, (counter-)intelligence

Highü Skill-level: Master

Joseph Bugeja Doktorander I Lärande Information Security



THREAT AGENT SKILLS

Low

Minimal 
technical 
skills

Largest number 
of attackers

Easiest to 
defend against

SERVIC

High-level 
technical 
skills

Write new 
powerful attack 
toolkits 

Hardest to 
defend against

Sufficient 
technical 
skills

Locate new 
vulnerabilities

Threat agents 
with such skills are 
likely found in all 
classes

Medium High
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THREAT MODEL

Hackers Thieves Competitors and
Organised Crime

Hacktivists Terrorists Nation
States

Curiosity

Personal
Gain

Terrorism

National
Interests

ADVERSARY

MOTIVE

LOW

LOW

LOW

MODERATE

HIGH

HIGH
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ATTACKS AND TOOLS



42
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SQL Injection Attacks
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IOT ATTACKS and countermeasures 

Information Security
Source: Mosenia et al. "A comprehensive study of security of internet-of-things." IEEE Transactions on Emerging Topics in Computing 5.4 (2016): 586-602.
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The cia triad
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üThere are a variety of toolsets used by security 
professionals that could also be used for malicious 
purposes

üThese toolsets are used by penetration testers when 
testing the security posture of a system

üThe same tools in the hands of an adversary can be 
used for malicious purposes
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Security testing tools
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KALI LINUX
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Openvas vulnerability scanner
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metasploit
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Burp suite

Information Security
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metasploitable
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PRACTICAL



Short demonstration
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John ShodanFortinet Threat Map
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