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The smart connected home

How can we capture the proper.es and 
requirements for modeling privacy in smart 

connected homes?
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The Privacy-centered system model
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ü Leveraging the theory of Contextual 
Integrity* as a defini2on of privacy 

* Nissenbaum, Helen. "Privacy as contextual integrity." Wash. 
L. Rev. 79 (2004): 119.
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Privacy threat identification in action
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Iden0fica0on

Profiling

Localiza0on and Tracking Threat does not exist

Threat is a poten0al future threat 

Threat is present
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ü Using high-order logic formulas to iden4fy threats

ü Privacy-centered model of the smart connected home



Next steps
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ü Evaluate the completeness of the proposed model

ü Express the system model using a formal specifica>on language

ü Leverage the model for performing quan>ta>ve risk analysis
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