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THE HOME IS WHERE THE HEART IS
The home is the most powerful sign of the self of the inhabitant who dwells within1

1 Csikszentmihalyi M. & Halton. E., 1981. The Meaning of Things: Domestic Symbols and the Self.



EVOLUTION OF THE HOME
Traditional Home Smart Connected Home



THE SMART CONNECTED HOME
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THE SMART CONNECTED HOME
The home appliances and hardware have become computers



PRIVACY AND SECURITY THREATS

European Commission President Ursula von der Leyen delivers
'State of the European Union' speech at the European Parliament in
Strasbourg, France, 15 Sep 2021

• A smart TV might watch us back

• A smart speaker might listen to our
intimate and sensitive conversations

• A smart thermostat might detect our
behaviors and activities



PRIVACY
1

2



PRIVACY
1

2



PRIVACY AND SECURITY



PRIVACY AND SECURITY

Art. 32 GDPR “Security of processing.” This requires that personal 
data must be processed securely using appropriate technical and 

organisational measures.



OVERARCHING RESEARCH QUESTION

How has the nature of privacy and security been 
transformed as the home got connected to the 

Internet?
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CLASSIFICATION OF SYSTEMS

Energy and resource management

Entertainment systems

Health and wellness

House appliances and kitchen aids

Human-machine interface

Security and safety

App-based 
accessors

ListenersLocation 
harvesters

Watchers
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DATA CATEGORIZATION
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VULNERABILITIES IN CONNECTED CAMERAS

An Investigation of Vulnerabilities in Smart Connected Cameras (pp. 537–542). In: Proceedings of the International Conference on Pervasive Computing and Communications Conference (PerCom Workshops 
2018). IEEE.
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PRIVACY RISK ANALYSIS OF SMART HOMES
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PRIVACY-CENTERED DATA LIFECYCLE
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CONCLUSIONS

• Threat agents are finding ways to learn how to tap into the smart 
connected home and looking for new ways to attack in-home technologies

• The presented contributions provide a foundation that 
helps deepen the understanding of privacy and security in 
smart connected homes

• In the dissertation, we presented contributions that enable early 
identification of threats, better planning for risks, and enable 
informed decisions about mitigations of potential impacts



NEXT STEPS

• Offering guidelines for developers and policy makers to build smart home 
technologies that prioritize human values 

• Creation of tools and mechanisms to support the implementation of more 
secure and privacy-preserving smart home technologies

• Using Machine Learning techniques to automatically detect attacks on 
smart homes 
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